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Abstract— Electricit-theft is a major challenge in electricity distribution system. Electricity-theft are non-technical 
losses in the distribution network which includes a major portion of pilferage, theft and un-authorized use of 
electricity. This work describes the design of Electricity theft identification system using wireless module to track 
and minimize electricity theft. The unit compares the incoming power from pole to the meter and power transferred 
from meter to the load line. The microprocessor compares the difference between the incoming and outgoing power, 
it activates the wireless module which then sends wireless data to nearest substation, having customer details. Each 
area under one sub-station is divided into several zones as per distribution transformers and sensing units are also 
placed at each distribution transformer. Now the utility have the zone-wise data of all the consumers and the total 
consumption at the zone-level. The data at the utility level is computed through compatible softwares such as 
MATLAB in the present system and if the difference exceeds the tolerance value, the theft is detected and 
notifications containing appropriated location details will be sent to the officials for proper electricity-theft 
rectification. The proposed system also detects the short circuit fault, ground fault, and overloading condition.  

Index Terms— Electricity theft, pilferage, microprocessor, MATLAB, smart algorithm, current sensing modules, 
operational amplifier, meter bypassing & tempering.  

——————————      —————————— 

I   INTRODUCTION                                                                     

HE demand of electricity is increasing day by day in the 
India and the world. Consumer dishonesty is a problem 

faced by all power corporations. Electricity Suppliers Compa-
nies are having large amount of monetary loss due to electrici-
ty wastage and theft by consumers.  Electricity theft is defined 
as the use of electric power without paying the bill amount. 
Detection of electricity theft is very difficult and requires con-
tinuous monitoring to reduce fraud. Electricity can be fraudu-
lently accessed through illegal hook-ups, meter tampering or 
bypass, billing irregularities and unpaid bills. Distributed 
Power utilized by consumer from electricity theft and other 
customer unlawful act are termed as Non-technical Losses. 
  
Indian electricity distribution system has several un-

authorized consumers, who use various methods such as me-
ter bypassing & tampering, double feeding the meter, and 
missing neutral condition for domestic and commercial power 

theft.  

Figure 1 T&D and AT&C Losses in India(%) [14] 
 

Electricity theft can be estimated but not measured exactly. 
Hoever, power-theft can be accurately estimated with a tho-
rough analysis of the Power System. The standard method for 
detemining electricity theft is by analysis of transmission and 
Distribution losses (T&D losses). Electricity-theft can occur in 
the form of illegal connections , meter tampering, , billing irre-
gularities and unpaid bills. From a economic perspective, elec-
tricity theft results in huge losses to the Utility. The impact of 
theft in the worst cases are important to be known for the via-
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bility of the services provided. 
 

 

Figure 2 Electricity sold and transmission losses in India in 
Giga watt hours (GWh)[15] 

 
The agregate Losses in some distribution systems have serious 
impacts forcing the Utilities to operate at a loss and continual-
ly rising electricity charges. Therefore, for economic considera-
tions it is important to minimize electricity-theft. 
 
II METHODOLOGY 
The unit mainly deals with the values of current. We have in-
stalled two sensing modules one before and one after the me-
ter. One measures the incoming current while the other meas-
ures the out coming. In an ideal case, there will be no differ-
ence in the values. If there is a considerable difference in the 
two values, it means there is tampering in the incoming 
supply and the microcontroller activates the GSM module 
thereby sending a message to the nearby substation giving the 
relevant information like meter number, site address etc. With 
this device it is also possible to cut the supply.  
Traditional electronic meters deal with both current and vol-
tage values while our meter deals with the values of current. 
Secondly we can detect the tampering instantaneously and 
therefore the authorities can take immediate action. Next we 
can also stop the supply from the particular site from the subs-
tation. Lastly and the most important our device is very much 
cost effective. 
SYSTEM DESIGN  
The design of the proposed system consists of the hardware 
design and software design.  

Figure 3 Design process of theft detection system 
 

MODULE COMPOSITION  
The unit model consists of the following components:  

(A)  SENSING MODULE: We have used two sensing mod-
ules. Each sensing module consist of one INA148 one 
OPA 277and one OPA177. One such module is applied at 
pole (from where the connection is coming to the house) 
to sense the total current which is coming to house and 
another current sensing module is applied at just after 
the output of energy meter in order to sense the total 
amount of current which is passing through energy me-
ter. To sense the value of current we have used one 5 mil-
liohm resistor, which is inserted at phase wire. The value 
of current in the phase wire is decided by voltage drop 
across 5milliohm resistor.  

(B) MICROCONTROLLER MSP430: The output of both the 
current sensing modules is fed to two channels of ADC12 
of MSP430. Then value of current through both the cur-
rent sensing modules is calculated using appropriate log-
ic and microcontroller activates GSM module to send fur-
ther information to the Base Station. 

(C) GSM MODULE: It is connect to MSP430 using UART 
port and sends data to utility data center.  

(D) USED ANALOG IC’S  
o The IC INA148 is differential amplifier, which senses 

the voltage across 5 milliohm resistor.  
o The IC OPA277 is precision amplifier, which is used for 

amplifying the output of INA148. 
o The IC OPA177 is used as an active peak detector, 

which detects the peak output. 
Figure 4 Proposed Module 

 

SOFTWARE UTILIZED 
We have used the following softwares for our system design: 
(A) Code Composer Studio V4 to write code for MSP430 
(B) TINA for simulation purpose. This software is developed 
by Texas instruments, used to simulate electronic circuits for 
real data characteristics. 
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(C) MULTISIM software for simulation purpose. This software 
is developed by National instruments and has powerful learn-
ing features and laboratory hardware integration capabilities. 

Figure 5  Software block diagram 
 
SYSTEM SETUP 
To implement the smart monitoring system the distribution 
system is divided into several zones containing one distribu-
tion transformer and several customer units. The prototype 
shall be placed both at the customers energy meter side as well 
as distribution transformer side. Now these units send wire-
less data to the utility data centre at regular time interval us-
ing wireless communication as shown in figure 6.   

Figure 6  Data Flow Diagram 

Figure 7  Proposed Monitoring System  
 

The data received at the computing centre will be processed 
zone-wise and the electricity-theft monitoring algorithm will 
identify the theft and notify officials with location-wise theft 
status as shown in figure 7. 
 
ELECTRICITY-THEFT MONITORING FLOWCHART  

Figure 8  Monitoring system flowchart 
 
The proposed algorithm compares data at each consumer level 
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and also the cumulative data at the distribution transformer 
level to ensure that every means of electricity theft shall be 
rectified. 
MERITS OF PROPOSED WORK 
Proposed system not only detects the electricity theft but also 
precisely locate its occurence. Technically our unit checks both 
the incoming and outcoming electricity parameters and sends 
this data through wireless communication to the utility data 
centre. For an ideal case both the currents should be nearly 
same. Also the sum of total metered power consumption by 
the customers under a distribution transformer is equal to the 
power supplied from the transformer. If a major difference 
comes, it simply means that there is theft.  

 
III RESULTS 
The module was designed successfully with wireless data 
transmission capability. Design of electricity theft monitoring 
syatem is as per flowchart shown in fig. 8. The MATLAB pro-
gram has been implemented and successfully tested for com-
puting the electricity theft for demo electricity-distribution 
data. The results include delivered email notification and au-
to-update of electricity-theft status in the database of electrici-
ty-theft monitoring web-application. 
 
IV CONCLUSION 
The design of theft identification module has been achieved. 
Proposed algorithm for remote monitoring of the meter read-
ing is tested and the developed system may be able to help 
Utilities reduce the incidences of electricity theft efficiently 
and accurately. The proposed system identifies the electricity 
theft with the following merits: 
o Automatic detection with web-application and MATLAB 
o Improves field inspection team's productivity  
o Helps reduce operating and administrative costs. 
o Makes regularly checks with short duration. 
o Safer identification method, with fewer risks for field staff. 
o Also useful in analysing and improving voltage stability. 
o Detection of short-circuit, ground fault, and overloading. 
o Reduces the customer's embarrassment in cases where no 

irregularity is found. 
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